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Abstract. As AI systems�including large language models (LLMs)�
are deployed in enterprise cloud environments, the gap between for-
mal requirements speci�cations and production realities presents a chal-
lenge for safety assurance. Drawing on multi-cloud enterprise deploy-
ment experience across major public cloud platforms, this paper iden-
ti�es four requirements challenges that become acute in cloud-native
AI: multi-tenancy isolation, model drift, cross-jurisdictional compliance,
and pipeline provenance. We introduce the concept of requirements fresh-

ness�the conditions under which a prior validation judgment remains
authoritative�and propose CART (Cloud-AI Requirements Traceabil-
ity), comprising a domain-speci�c language for operational invariants
that compiles to signal temporal logic, a reference architecture for pipeline-
aware traceability, jurisdictional parameterization, and runtime veri�ca-
tion hooks. We present a four-dimensional evaluation protocol and illus-
trate CART's applicability through worked examples spanning classical
ML (fairness, drift) and LLM-based systems (groundedness, provider-
drift).
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1 Introduction

Deploying AI in enterprise cloud environments introduces requirements chal-
lenges fundamentally di�erent from traditional software or standalone AI. For-
mal RE frameworks have advanced speci�cations for safety, fairness, and robust-
ness [1,2,3], but typically assume a static deployment context�a trained model
in a well-de�ned environment with stable distributions. The rise of LLM-based
enterprise systems has intensi�ed this gap: foundation models are updated by
providers on schedules outside the deployer's control, retrieval pipelines intro-
duce new leakage surfaces, and generative outputs lack the closed-form evalua-
bility of classi�er predictions [12].

Enterprise AI on major public cloud ML platforms involves multi-layered ar-
chitectures where requirements span model, data pipelines, infrastructure, and
organizational processes. A fraud detection model's fairness requirement (e.g.,
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demographic parity across protected attributes) must account for weekly re-
training on data that may introduce proxy features, multi-region serving against
jurisdiction-speci�c de�nitions of protected classes under fair-lending and AI
transparency regulations, and monitoring by platform teams lacking such do-
main context. An LLM-based clinical assistant adds prompt templates, RAG
indices, tool invocations, and provider-side model updates as additional surfaces
requiring requirements coverage.

This paper identi�es four challenge categories drawn from multi-cloud en-
terprise deployment experience across major public cloud platforms, and pro-
poses CART, which unlike prior work treating the model atomically [4,6,10],
decomposes requirements across the deployment pipeline with monitoring pred-
icates grounded in signal temporal logic (STL) [1]. Our contribution is fourfold:
(i) identi�cation of requirements freshness as a missing construct in formal RE
for AI; (ii) a compact DSL for operational invariants that compiles to STL;
(iii) a pipeline-aware reference architecture with jurisdictional parameterization;
(iv) runtime veri�cation hooks and a four-dimensional evaluation protocol ap-
plicable to both classical ML and LLM-based systems.

2 Requirements Challenges in Cloud-Native AI

We identify four challenge categories arising from the interaction between AI's
stochastic, evolving behavior and cloud infrastructure's shared, distributed, multi-
jurisdictional nature�a combination absent in traditional software.

Multi-Tenancy and Data Isolation. Cloud AI serves multiple tenants on
shared infrastructure. Beyond functional correctness, requirements must spec-
ify that tenant A's data cannot in�uence tenant B's predictions. AI introduces
statistical isolation risks�shared feature stores, cached embeddings, and batch
scheduling create cross-tenant leakage without explicit data transfer [4]. These
risks are routinely mitigated by per-tenant isolation, but the guarantee is typi-
cally stated informally and enforced by scattered controls�con�guration changes
and library updates can silently invalidate it over time. LLM-based systems ex-
tend this surface: shared base models with tenant-speci�c RAG indices can leak
through retrieval results, cached completions, or few-shot exemplars that span
tenant boundaries.

Model Drift and Continuous Validation. AI models degrade as distribu-
tions shift�a compliant model at deployment may violate requirements within
weeks due to covariate shift outside the test distribution. Current frameworks
lack constructs for requirements freshness�conditions under which a valida-
tion judgment remains valid. For LLM-based systems, drift has an additional
provider-driven dimension: a foundation model update (e.g., a provider upgrad-
ing an underlying model endpoint) can invalidate all prior validation without
any code change by the deployer. This is unique to learning-enabled components
consumed as a service.

Cross-Jurisdictional Compliance. Global enterprise AI must satisfy vary-
ing, potentially con�icting regulations. Speci�cations must be parameterizable



Requirements Framework for Trustworthy AI in Cloud Deployments 3

by jurisdiction and veri�able against multiple overlays simultaneously. Beyond le-
gal mandates, normative considerations�social and ethical constraints [7]�add
dimensions that static speci�cations cannot accommodate. The EU AI Act's
speci�c provisions for general-purpose AI models [15] introduce LLM-speci�c
documentation and evaluation obligations that di�er from sector-speci�c regula-
tions elsewhere, while the NIST AI Risk Management Framework [16] provides
a complementary voluntary risk-based approach adopted across U.S. regulated
sectors.

Pipeline Integrity and Provenance. An AI system's behavior depends on
its entire pipeline: ingestion, feature engineering, training, registry, deployment,
and inference. A non-discrimination requirement must trace through every stage
where protected attributes could leak via proxies. For LLM systems, the pipeline
expands to include prompt templates, system prompts, retrieval indices, tool
de�nitions, and provider model identi�ers�each a stage where requirements can
be violated. A substantial share of production ML failures originates in pipeline
components rather than model logic [4].

3 The CART Framework

CART extends formal RE with four constructs for cloud-native AI that operate
as a single pipeline: DSL invariants (Sect. 3.1) are decomposed across pipeline
stages (Sect. 3.2, Fig. 1), parameterized for jurisdiction (Sect. 3.3), and enforced
at runtime via veri�cation hooks (Sect. 3.4).

3.1 Operational Invariants and the CART DSL

CART introduces operational invariants�properties that hold continuously, not
just at deployment�expressed in a compact DSL that compiles to STL [1] for
runtime monitoring. An invariant declares a requirementR, a signal smeasurable
on production data, a threshold-comparison relation, a sliding window w, and a
bounded time τ within which revalidation must occur when the trigger condition
holds. We de�ne the translation of a DSL invariant into an STL formula as:

J invariant(R, s, rel , θ, w, τ) K = □[0,T ]

(
s(w) rel θ → ♢[0,τ ] revalidate(R)

)
(1)

where rel ∈ {<,≤, >,≥, ̸=} and s ranges over signals such as dpg , KL-divergence,
grounded_rate, or provider_id . The DSL intentionally does not express proper-
ties requiring model-internal access, global pipeline state, or cross-tenant reasoning�
these are delegated to pipeline-aware traceability (Sect. 3.2) and RV hooks
(Sect. 3.4). Three worked examples follow.

Example 1 (Fairness, classical ML). For fairness requirement Rf :

□[0,T ]

(
dpg(w) ≥ θ → ♢[0,τf ] revalidate(Rf )

)
(2)

Illustrative parameterization: θ=0.1, w=7d, τf=48h. When the demographic
parity gap exceeds θ, a bounded liveness obligation triggers revalidation within
τf .
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Example 2 (Drift, any model type). For accuracy requirement Ra:

□[0,T ]

(
KL(Pprod∥Pref ) > δ → ♢[0,τ ] revalidate(Ra)

)
(3)

Illustrative parameterization: δ=0.1, τ=48h.

Example 3 (Groundedness, LLM systems). For a RAG-based LLM assistant with
groundedness requirement Rg:

□[0,T ]

(
grounded_rate(w) < γ → ♢[0,τg ] revalidate(Rg)

)
(4)

where grounded_rate(w) is measured over window w via an evaluation method
of the deployer's choice (e.g., reference-free groundedness metrics [13] or τ -bench-
style [14] trajectory evaluation). The choice of measurement instrument is or-
thogonal to the speci�cation pattern. A complementary provider-drift invariant
captures foundation model updates outside the deployer's control:

□[0,T ]

(
provider_id ̸= provider_id0 → ♢[0,τp] revalidate(Rg)

)
(5)

triggered when the underlying foundation model identi�er changes.
The bounded liveness operator ♢[0,τ ] captures requirements freshness�absent

from existing RE frameworks. CART deliberately operates at the pipeline bound-
ary: the DSL excludes predicates over model-internal state (weights, gradients,
attention), since cloud deployments consume foundation models as services and
pipeline components contribute disproportionately to production ML failures [4].
Full formal semantics of revalidate(·) within an established speci�cation language
is future work.

3.2 Pipeline-Aware Traceability

CART decomposes requirements across pipeline stages where violations orig-
inate, without inspecting model internals. Each requirement maps to compo-
nents with designated veri�cation points. Figure 1 shows the CART reference
architecture: six canonical classical ML pipeline stages (Ingestion through Infer-
ence) extended by an LLM artifact substrate (prompt templates, RAG indices,
tool registries, and provider bindings) that is consumed at inference time. A
fairness requirement traces to both feature engineering (proxy detection) and
training (bias mitigation); a groundedness requirement traces to retrieval (index
coverage) and prompt construction (prompt integrity); a provider-drift invariant
(Eq. 5) attaches to the provider binding. This builds on the safety case approach
of Borg et al. [3], extending it from model-level reasoning to full pipeline decom-
position.

3.3 Jurisdictional Parameterization

CART supports parameterized speci�cations instantiated with jurisdiction-speci�c
constraints. A transparency requirement re�nes into EU AI Act documentation
for European deployments, Colorado AI Act consumer-disclosure obligations for
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Ingestion
Feature

Eng.
Training Registry Deployment Inference

proxy det.
(Eq. 2)

bias mit. version juris. RV hooks

Prompt RAG Idx Tool Reg Provider

prompt
integ.

index cov.
(Eq. 4)

tool
scope

provider_id
(Eq. 5)

LLM Artifact Substrate

Classical ML Pipeline

Fig. 1. CART reference architecture. The Classical ML Pipeline (bottom) comprises
stages connected by temporal �ow (solid arrows). The LLM Artifact Substrate (top)�
Prompt templates, RAG indices, Tool registries, and Provider bindings�feeds into
inference via a dashed dependency bus; junction dots mark where each artifact's trace
joins the bus. Italic labels denote veri�cation points anchoring CART DSL predicates;
equation references locate concrete invariants instantiated in Sect. 3.1.

high-risk systems deployed in Colorado, and NIST AI RMF [16] Govern-function
controls for U.S. federal deployments. For LLM systems, the EU AI Act's general-
purpose AI provisions [15] add additional parameterization axes (systemic risk
thresholds, downstream documentation obligations).

3.4 Runtime Veri�cation Hooks

CART speci�es integration patterns for attaching runtime monitors [9,11] to de-
ployed systems. These hooks operationalize the predicates compiled from Eq. 1,
enabling continuous property assessment. For classical ML, hooks integrate with
cloud telemetry systems; for LLM systems, hooks integrate with evaluation
frameworks (e.g., OpenAI Evals, Inspect AI, τ -bench harnesses [14]) to sam-
ple groundedness or trajectory-level properties on production tra�c. This com-
position with existing monitoring infrastructure is consistent with an emerg-
ing industry framework for safe agent deployment that emphasizes continuous
classi�er-based monitoring, threat intelligence pipelines, and tiered deployment
safeguards [17].

4 Evaluation Approach

We de�ne a four-dimensional protocol for evaluating CART deployments: cov-
erage (fraction of declared requirements with ≥ 1 operational invariant), de-
composition depth (mean pipeline stages per requirement's veri�cation point
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set), detection latency (time between trigger condition becoming true and in-
variant �ring, bounded by window w), and revalidation speci�city (fraction of
triggered revalidations identifying genuine drift vs. false positives). The �rst two
are speci�cation-time measurements; the latter two are runtime measurements.
The protocol applies uniformly to classical ML and LLM systems: Eq. 2 and
Eq. 4 di�er in signal de�nition but are measured along the same dimensions.
Full empirical instantiation is reserved for the extended version.

CART's constructs were distilled from production deployments across mul-
tiple public cloud environments. In fraud detection deployments, fairness vio-
lations traced to feature engineering�where geographic proxies for protected
attributes emerge through feature selection�motivated pipeline-aware invari-
ants of the form in Eq. 2 that require revalidation on feature pipeline updates,
not only model retraining. Insurance underwriting assistants deployed across
jurisdictions motivated jurisdictional parameterization; drift events observed in
multi-region deployments informed Eq. 3. Provider-side model updates in en-
terprise LLM deployments motivated Eq. 5; groundedness invariants following
Eq. 4 are under development using τ -bench-style [14] evaluation, complementing
concurrent work on agent-trajectory safety predicates [18].

Limitations and Open Challenges. CART inherits STL monitoring's as-
sumptions: properties requiring unbounded liveness or second-order quanti�ca-
tion cannot be compiled via Eq. 1, and runtime monitors incur observation cost
at high tra�c. The four evaluation dimensions are de�ned but not yet empirically
calibrated; the deployment vignettes are illustrative rather than controlled case
studies, and may not generalize to vision-language or hybrid systems. Open chal-
lenges include formal semantics of revalidate(·), completeness criteria for pipeline
traceability, and extension to agentic systems where trajectory-level properties
do not reduce to scalar signals.

5 Related Work

Maler and Ni£kovi¢ [1] introduced STL monitoring underpinning CART's in-
variants; Seshia et al. [2] articulated a veri�ed AI agenda; Borg et al. [3] demon-
strated safety cases for ML (SMIRK), which CART generalizes from model level
to full pipeline in cloud architectures. Vogelsang and Borg [5] and Kuwajima
et al. [6] identi�ed RE and engineering challenges for ML motivating pipeline-
level decomposition; Yaman et al. [7] formalized normative requirements for
autonomous agents. MLOps tooling [8] and ML testing surveys [4,10] address
related concerns without formal grounding; runtime veri�cation [9,11] provides
CART's monitoring foundations. CART di�ers from both lines by unifying for-
mal STL monitoring with pipeline-aware traceability and jurisdictional parame-
terization. For LLM-based systems, Bommasani et al. [12] characterized founda-
tion model risks; RAGAS [13] and τ -bench [14] provide measurement instruments
for CART's LLM-facing invariants. Regulatory and industry frameworks�the
EU AI Act [15], NIST AI RMF [16], and an emerging vendor-published safety
framework [17]�motivate jurisdictional parameterization and runtime monitor-
ing extensions.

6 Conclusion

CART bridges formal RE and production AI through a DSL compiling to STL,
a pipeline-aware reference architecture, and an evaluation protocol applicable to
both classical ML and LLM-based systems; future work targets formalization of
requirements freshness semantics and extension to agentic systems.
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